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[. INTRODUCTION
A. General/Information

The City of Hapeville requests proposals from qualified vendors of Information
Technology Managed Services. Response to this call for qualification proposals will
allow the City to rank the various responders and enter into negotiations with the vendor
whose proposal is most advantageous to the City with price and other factors of
expertise considered.

The City of Hapeville is located near the Atlanta International Airport. Hapeville is the
original business location for Chick-Fil-A and the new home of Porsche USA. The City
provides services such as Police, Fire, public works, courts, planning and community
development, fiscal departments, special events, parks and recreation, a city-wide
wireless network and various administrative and support functions. The City employs
approximately 140 staff and has an annual budget of approximately $20 million. The
fiscal year begins on July 1 and ends on June 30 each year.

Since 2014-15, the City has contracted for IT services to manage day to day activities.
A temporary support Contract (SEE EXHIBIT A-1) is currently in place with a vendor as
the RFQ process goes forward to select a permanent IT services provider.

In 2015, the City Council determined that the City was better served by a
"comprehensive managed services" approach for IT planning and support. It is the
desire of the City to consolidate this management under one partnership agreement
with a qualified firm or group to support the entire IT environment. Currently there are no
internal staff resources dedicated full-time to IT operations. However, the successful
contractor will report to the City Manager and be directed accordingly. The selected
provider will provide all professional IT staff services to achieve the following mission:

1) Support the City IT needs for daily operations according to the terms specified by
the Work Order identified as EXHIBIT A-1.

2) Support the current and future IT infrastructure assessment and planning needs
by developing, organizing and advising City Management regarding the creation
of a Five Year (5) IT Technology Upgrade Plan.

By responding to this RFQ there is no expressed or implied obligation for the City to
reimburse responding vendors for any expenses incurred in preparing proposals in
response to this request.



To be considered, interested parties should send seven (7) copies of a fully responsive
proposal. All proposals must be received by:

William R. Whitson, City Manager
3468 N. Fulton Ave.
Hapeville, GA. 30354

BY: October 30, 2015 by 4:00 p.m.

Proposals will be opened at City Hall on Monday, November 2, 2015 and evaluated by a
selection committee.

On October 6" through October 15, 2015, any interested proposer may inspect the
existing City IT infrastructure. An elective (non-mandatory) pre-bid meeting will be held
at City Hall on Thursday, October 8, 2015. Any additional questions may be submitted
to management for response by Friday, October 16, 2015. All questions must be
requested in writing and will be answered in writing. Following October 16" no written
guestions will be responded to by the City.

The City reserves the right to reject any or all proposals submitted as it deems
appropriate and in the best interest of the City.

Proposals submitted will be evaluated by a committee consisting of the City Manager,
one Member of the City Council and up to three (3) City Dept. Heads.

During the evaluation process, the Evaluation Committee and the City reserve the right,
when it may serve the City's best interest, to request additional information or
clarification from proposers, or to allow corrections of errors or omissions. At the
discretion of the City or the Evaluation Committee, vendors submitting proposals may
be requested to make oral presentations as part of the evaluation process. Such
presentation requests will be made on an as needed basis.

The City reserves the right to retain all proposals submitted and to use any idea(s) or
concepts in a proposal regardless of whether that proposal is selected. Submission of a
proposal indicates acceptance by the vendor of the conditions contained in the request
for qualifications, unless clearly and specifically noted in the proposal submitted and
confirmed in a subsequent contract between the City and the firm selected.

It is anticipated that the ranking of the top proposals will be completed by November 13,
2015. The City shall negotiate in good faith with the proposers as ranked. If negotiations
with the top proposer are not successful then the City will move on to the next proposer
until the City has made a final selection and successfully negotiated and approved a
contract agreement for services.




Following notification of the selected vendor, it is expected that a contract will be
executed between both parties within six- eight weeks after award date.

B. Term of Engagement

A two year contract is contemplated, subject to the annual review and recommendation
of the City Manager, the satisfactory negotiation terms (including a price acceptable to
both the City and the selected vendor), the concurrence of the City Council and the
annual availability of appropriations.



II. NATURE OF SERVICES REQUIRED

A. General

The IT management and support areas are to include:

- Local and Wide Area Network Design, Configuration and Support
- Internet Access and Security

- Email Infrastructure & Support

- Application Management

- Infrastructure Support (Mail, website, facebook, etc... all daily operations of the
City)

- Network Security

- Disaster Planning & Recovery

- On Site and Remote Client Service

- 24/7 System Monitoring and Response
- On-site System Services

- Server Management & Support including VMware Infrastructure



The City's current infrastructure hardware list includes:

Departments PCs LAPTOPS DESK PHONES Emails | City Cell | PRINTERS
ACCTS | phones
City 9 92 total (City Wide) 118 1
Hall/Econ F/T
Dev
Police Dept 26 18 2
Community 5 2
Service
Finance Dept 6 1
Court 5 1
Services
Recreation 6 2
Dept
Public Works 5 1
FIRE 1 2 8
FIRE 2 1 1
FIRE Admin 5
CODE 2
Enforcement
total 63 26=289
SERVERS Platform ROLE
NAMES
Fulton Dell Power Windows | DC/DNS/WINS/PRINT/
Edge 2950 2003 kaspersky
Davis Dell Power Windows | DC2/DNS/WINS/INCODE/
Edge 2950 2003 Courtware
Virginia Dell Power Windows | MS EXCHANGE 2007
Edge 2970 2008
Arnold Dell Power Windows | SQL/BACKUP EXEC
Edge 1800 2003
Sylvan HP Proliant ML | Windows | WIRELESS CONTROL
150 2003 SYSTEM
Admin White Box Fedora FILESERVER/OLD
Core 5.2 Financial
ICOP-HPD Dell Power WINDOW | POLICE VIDEO SOFTWARE
Edge R515 S 2003
FILESERVER Fedora OLDS RMS/FILE SERVER
Core 5.2
GAHPPD GCIC (METRO
HEADER)Police Dept
SIGNAGE Dell Optiplex SHARP SIGNAGE
3020 SOFTWARE/info




MARINA Dell Power TylerCMLIVE \PRTG
Edge R610
Dogwood Dell Power
Edge R610
Colorado Avigilon CAMERA SURVEILLANCE
SwW
GIS SHARE Share Drive in GIS MAPS & FILES
Community Svc
ucs C220(M3BE) CALL MANAGER (UC)
C220(M3BE) | (Call Manager)
Barracuda Archiver 350 ARCHIVER | MESSAGE ARCHIVER
Archiver 350 350
Firewall (1) ASA 5520 ASA 5520 | Located at City HAII
(ASA 5520)
Switches 3560/3750 CISCO
3560 & 3750 3560/375
(12) 0
Routers (2) 2901 ClIsco Routing (traffic) POLICE
(2901) 2901 & CITY HALL
Barracuda Web Filter 310 WEB FILTER
Web filter
310
ATLANTA Dell Power Citrix
Edge R210
White (PC)
Spillman IBM Power 720 SPILLMAN/ RMS & CAD
SYSTEM
NETAPP FAS2020 NETAPP BACKUP
Fas2020 FAS2020
Barracuda 300 300 SPAM & VIRUS
PARATURE WEB BASED HELPDESK

SW

The City's current software applications include:

- Microsoft Exchange 2007

- Incode

- Spillman

- MailArchiver




- Courtware
- SharePoint
- Civic Plus and OpenGov

- Various Microsoft based products such as Excel, Adobe, PowerPoint,
etc.

- Facebook and other Social Media

The management areas outlined above encompass separate locations, plus servers
and 63 work stations and at least 26 laptops as detailed above.

B. Required Staff Certifications

Any staff working the Police Dept. information systems shall complete an NCIC
background check and GCIC Security Awareness Training. Proposers should have
sufficient staff to support the City that possess minimum certifications. All personnel
assigned by vendor will conduct work based on ticket or task order basis. Training shall
include, but not be limited to the following:

- VMware Certified Professional 5.1 or above

- Microsoft Certified IT Professional or Solutions Expert

- Cisco CCNA or above

- A+ Certified Professional

- Net+ Certified Professional

-Spillman Certification (highly preferred)

- GIS Arcview and/or Esri (highly preferred)

C. Company Certifications

Proposers should also have any licenses and registrations required to do business in
Hapeville and Fulton County Georgia. Proposers should also have corporate affiliations
to include, but not limited to:

- Microsoft Partner

- Cisco Premier Partner



- EMC Velocity Partner

- Meraki Authorized Reseller

- Lenovo Authorized Service Provider
-Spillman Certification (highly preferred)

- GIS Arcview and/or Esri (highly preferred)
D. Management Support Services

All IT vendor staff will be centrally managed utilizing a helpdesk/ work order system.
Coverage for IT services will be provided during city operational hours. Remote client
access software shall be authorized for use in supporting city operations. Police and
Fire support services shall be delivered as required on a twenty four hour basis. Only in
cases of extreme emergency would support be required during non-business hours.

E. Security

Selected vendor shall be granted full access to all city computers and IT operations.
Access will be granted via written authorization as part of negotiations with the
successful selected vendor. Selected vendor will be required to work closely with
departments on major infrastructure issues to include security sensitive software and
processes and work orders and emergency logistical support. Keys and pre-arranged
security access will be negotiated and specified as part of the contract agreement. All
security arrangements shall be pre-planned and meet CALEA and other city security
needs.

F. General Reporting

Selected vendor shall be required to report on a monthly and/or quarterly basis.
Reporting shall include, but not be limited to, status of various projects, staffing,
equipment readiness, changes in budget conditions, work order data, such as vendor
response time and city down time. All reporting requirements will be pre-arranged as
part of the negotiated contract with the successful vendor. Current Helpdesk and ticket
activity stands at approximately 50-60 service calls per month.

G. Strategic Plan & Disaster Recovery Plan

The successful vendor shall provide the City with a current operational diagram map
with all city owned IT assets. In addition, the vendor shall propose phased changes and
upgrades to improve the existing IT infrastructure/diagram. This plan shall be
coordinated through the City Manager and the Senior Management Team as a five-year
IT Improvement Plan for the City. An additional element of the five-year Plan will be a
Disaster Recovery Plan (DRP) and Continuous Operations Plan (COP).



H. Payments/Finance

The successful vendor shall bill the City monthly for all contract services performed
within the scope of the negotiated contract. Proposals submitted in response to this
RFQ shall be shown to include the proposed team and a breakdown of hourly rates as
well as total cost to the city, per month. The city shall pay for all services under the
scope of work in one flat monthly fee. Failure to provide a clearly marked pricing plan
will render the proposal unqualified at the discretion of the City.

l. City Website

The City of Hapeville website (http://www.hapeville.orq) is powered by CivicPlus. Thus
the City website is decentralized in operations and the City Manager approves and
appoints various department staff to feed and update the information. The selected
vendor shall support the operations of the website on a technical basis, as required to
keep the website operational. In addition, The City will also use Facebook and other
Social Media services as part of our ongoing operations.

J. Service Levels

The selected vendor shall coordinate with City management to support and operate all
IT software and hardware in the overall IT infrastructure. City management goal,
through all systems is to maintain a 98-99% operational rating for each Performance
period under the contract. The selected vendor shall be authorized (at direction of the
City management) to represent the City in various technical
matters/planning/negotiations/discussions with key IT vendors. This shall also include,
but not be limited to, system upgrades, compatible versions of softwares maintenance
agreements and licensing of products.

K. Training
The selected vendor shall be responsible for training and/or the arrangement of training

for city employees on new or upgraded city purchased software products, as planned
and required.

10


http://www.hapeville.org/�

Ill. QUESTIONS FOR PROPOSER

Please respond to the following questions in your proposal. Please use the same order
and titles to help facilitate scoring your proposal.

A. General Company Information
- Provide a profile of your company, including background and history, size,
locations, certifications and credentials. Please provide resumes of the proposed
staff team members that will be utilized to provide contractual duties to the City
and an organizational chart, explaining the reporting relationships.

- Provide a minimum of three references of similar sized and/or larger government
agencies that proposer is currently managing or has recently managed.

- Describe your ongoing training/certification programs for key staff.
B. Security

- Describe your strategy for securing your clients data and include your company's
policy for this.

- Explain how you maintain strict confidentiality and conformance with HIPPA and
other confidentiality laws and regulations.

- Explain your experience in dealing with Police and Fire support operations.
C. Service Levels

- Describe your tools and strategies to monitor and insure the stability of the
computing environment in Hapeville.

- Describe your work order or trouble ticket system, helpdesk and the
communication flow for user reported issues as well as for issues realized from
your system monitoring.

- Describe your guaranteed response times for issues, dependant on severity
and/or time of day.

- Describe how scheduled down times are determined and communicated.
- Describe how you would assist the City's management strategically plan to insure

the IT system remains useful, dependable and up to date. Specifically describe
your experience with developing cost effective 5 year IT strategic plans.
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- Describe how you would document and record installation, maintenance and
performance of system components.

- Describe your disaster recovery plan for the City.
. Fees:

- Please provide all fees associated with this proposed contract for services, to
include all fees to be proposed for the 5 year IT Strategic plan proposal.

- Please itemize all fees with the two (2) major tasks outlined in the Scope of work:
a) Support activities b) five Year IT strategic plan. Please note for the 5 year plan
to propose a general project schedule associated with that task.

- Any additional fees for service initiation.

- Details of ongoing monthly or yearly fees and what is included and excluded.
Schedule of standard fees for work that may fall outside the scope of this
proposal.

- Include any discounts available for timely or prepayment of quarterly/yearly
invoices.

- Any proposal submitted without a clearly marked pricing plan will render the
proposal unqualified at the discretion of the City.
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IV. PROPOSAL REQUIREMENTS:
A. General Requirements

The following material is required to be received by 4:00 PM on Friday, October 30,
2015 for a proposing vendor to be considered.

The proposer shall submit an original and six copies of a sealed proposal. Proposals
should be submitted by the deadline in a sealed envelope marked as follows:

SEALED PROPOSAL
City of Hapeville, GA.

INFORMATION TECHNOLOGY (IT)
COMPREHENSIVE MANAGED SERVICES

[DATE]

Proposers should send the completed proposal to the following address:

Mr. William R. Whitson, City Manager
City of Hapeville

3468 North Fulton Ave.

Hapeville, Georgia 30354
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V. EVALUATION PROCEDURES
A. Evaluation Committee

Proposals submitted will be evaluated by a five-member Evaluation Committee as
determined by the City.

B. Review of Proposals

Responses shall be reviewed on these critical factors, with the indicated relative
importance factors:

- Company experience with the items identified in the scope of work, certifications,
expertise and references from similar agencies/jobs 20%

- Client Relationship approach 20%

- Service levels and clarity of the proposal 30%

- Management, expertise, job success and documentation methods 15%
- Fees 15%

COST WILL BE A FACTOR, BUT NOT THE SOLE FACTOR IN THE SELECTION OF
A VENDOR

C. Final Selection

The City Council will select a firm based upon the recommendation of the Evaluation
Committee.

It is anticipated that a firm will be selected by November 13, 2015 Following notification
of the firm selected, it is expected a contract will be executed between both parties no
later than 6-8 weeks following award date.

D. Right to Reject Proposals

Submission of a proposal indicates acceptance by the firm of the conditions contained
in this request for qualifications unless clearly and specifically noted in the proposal
submitted and confirmed in the contract between the City and the firm selected. The
City reserves the right with prejudice to reject any or all proposals as it deems
necessary.

PROPOSER GUARANTEES AND PROPOSER WARRANTIES
Proposer Guarantees
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1. The proposer certifies it can and will provide and make available, at a minimum, all
services set forth in this RFQ.

Proposer Warranties
1. Proposer warrants that it is willing and able to comply with State of Georgia laws with
respect to foreign (non-state of Georgia) corporations.

2. Proposer warrants that it is willing and able to obtain an errors and omissions
insurance policy providing a prudent amount of coverage for the willful or negligent acts,
or omissions of any officers, employees or agents thereof.

3. Proposer warrants that it will not delegate or subcontract its responsibilities under an
agreement without the express prior written permission and consent of the City of
Hapeuville.

4. Proposer warrants that all information provided by it in connection with this proposal
is true and accurate.

Signature of Official:
Name (typed):

Title:

Company:

Date:
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APPENDIX A
INSURANCE EXHIBIT- PROFESSIONAL SERVICES
The individual or firm shall procure and maintain for the duration of the contract
insurance against claims for injuries to persons or damages to property which may arise
from, or be in connection with the performance of the work hereunder by the individual
or the firm, his agents, representatives, or employees. The cost of such insurance shall
be included in the fee proposed.
For the purpose of this clause, the term "professional individual or firm" shall also
include the individual's or firm's respective officers, agents, officials, employees,
volunteers, boards and commissions.
A. Minimum Scope and Limits of Insurance
1. Broad Form Comprehensive General Liability

$1,000,000 combined single limit per occurrence for bodily injury, personal injury,
property damage, to include products and any completed operations.

2. Automobile Liability
$1,000,000 combined single limit per occurrence for bodily injury and property damage

3. Umbrella Liability
$1,000,000 per occurrence, following form.

4. Workers' Compensation
Limits as required by State of Georgia/Department of Labor.

5. Employers' Liability

$100,000 each accident

$500,000 disease/policy limit

$100,000 disease/each employee

6. Professional Liability (if used on a claims-made basis, insurance coverage shall be
maintained for the duration of the contract and for two years following contract
completion.)

$1,000,000 per occurrence

$2,000,000 aggregate

7. Personal Property Coverage
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Adequate insurance to cover the value of personal property belonging to the Vendor
while located on City of Hapeville property, while in use or in storage, for the duration of
the contract.

B. Aggregate Limits
Any aggregate limits must be declared to and be approved by the City of Hapeuville.

C. Deductibles and Self-Insured Retentions

Any deductibles or self-insured retentions must be declared to and be approved by the
City in writing. At the option of the City, the insurer shall reduce or eliminate such
deductibles or self-insured retentions as regards the City or the Vendor shall procure a
bond which guarantees payment of the losses and related investigations, claims
administration and defense expenses. At no time will the City be responsible for the
payment of deductibles or self- insured retentions.

D. Notice of Cancellation or Non-renewal

Each insurance policy required by this Exhibit shall be endorsed to state that coverage
shall not be suspended, voided, canceled, or reduced, either in coverage or in limits,
except after thirty days prior written notice by certified mail, return receipt requested,
has been given to the City.

E. Other Insurance Provisions
The policies are to contain, or be endorsed to contain, the following provisions;

l. Liability (General, Automobile, Professional) Coverage;

- a. “The City of Hapeville and its respective officers, agents, officials, employees,
volunteers, boards and-commissions" are to be named as additional insured’s with
regards to liability arising out of activities performed by or on behalf of the Vendor;
products and completed operations of the Vendor; premises owned, leased or used by
the Vendor. The coverage shall contain no special limitations on the scope of protection
afforded to the City.

b. The Vendor's insurance coverage shall be the primary insurance as regards to this
contract with the City. Any insurance or self-insurance maintained by the City shall be in
excess of the Vendor's insurance and shall not contribute with it.

c. Any failure to comply with the reporting provisions of the policies shall not affect
coverage provided to the City.

d. Coverage shall state that the Vendor's insurance shall apply separately to each
insured against whom a claim is made or a suit is brought, except with respect to the
limits of the insurer's liability.

2. Workers' Compensation and Employer's Liability Coverage
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a. The insurer shall agree to waive all rights of subrogation against City of Hapeville for
losses arising from the work performed by the Vendor for the City.

b. If State statute does not require the Vendor to obtain Workers' Compensation
insurance, then the Vendor shall furnish the City with adequate proof of the self-
employment status. The V e n do r agrees to waive all rights of claims against the City
for losses arising from the work performed by the Vendor. In the event that during the
contract this self-employment status should change, the Vendor shall immediately
furnish proper notice to the City and a certificate of insurance indicating that Workers'
Compensation insurance and Employer's Liability coverage has been obtained in the
correct amounts by the Auditor as required by this Exhibit.

F. Acceptability of Insurers
1. Insurance is to be placed with insurers which have a Best's rating of at least A.

2. Insurance companies must either be licensed to do business in the State of Georgia
or be deemed to be acceptable by the City Manager.

G. Verification of Coverage

The Vendor shall furnish the City with certificates of insurance effecting coverage
required by this clause. The certificates and endorsements for each insurance policy are
to be signed by a person authorized by the insurer to bind coverage on its behalf. The
certificates and endorsements are to be received and approved by the City Manager
before work commences. Renewal of expiring certificates shall be filed thirty days prior
to expiration. The City reserves the right to require complete, certified copies of all
required policies, at any time.

All insurance documents required by this Exhibit shall be mailed to William R. Whitson,
City Manager.

Signed:
Date

City of Hapeville
Date
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City of Hapeville, GA

4. DELIVERABLES AND SERVICES

SERVICEADVANTAGE - DELIVERABLES AND SERVICES

will supply the necessary qualified resources to manage the IT Services of the customer
as defined below M-F, 8am-5pm as well as critical issues on a 24x7 basis, including Public
Safety. Scheduled and emergency maintenance windows are detailed in Addendum A.

Included Devices: ‘Included Devices” will be defined as applicable devices associated with the
unit quantities stated in Table A.

will provide the following functions and services as part of this Work Order:

A. 24X7 Monitoring and Incident Response Services:
1 will provide 24X7 Incident response services for all included devices.
2. will track all incidents through an ITIL (Information Technology
Infrastructure Library) based Service Desk system. All requests will be prioritized
and processed per the 'Priority’ guidelines listed in Addendum A.

3. will provide 24x7 collection of performance data for the customer’s
included server and network devices per best practices.

4, will provide 24X7 response to critical event driven Incidents.

5. will utilize industry best practices for remote access, control and
management of all devices.

6. Network Operations Center is staffed from 7:00am to 6:00pm Monday

through Friday. After hours incident response will be provided via callback
within 1 hour of incident submission.
B. Proactive Services:

1. Backup Management: will monitor and maintain backups for included
devices.

2. Patch Management: w~ill perform maintenance activities on included devices
such as the application of vendor provided software and firmware updates.

3. Application Support: will interface with third party software vendors and

independent contractors as necessary in order to provide resolution of
issues encountered on included devices.

4. Antivirus and Support Tools will deploy the Remote Support and
Anti-Virus agents to all applicable included devices. will make a “best
effort” to automatically deploy these agents to the said devices.

5. Anti Spam will provide Spam filtering for all inbound mail.

C. VCIO Services: nill provide the customer with a named "VCIO' or Virtual Chief

Information Officer.
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